United States Patent and Trademark Office 



UNITED STATES DEl'AKTMEN 1 OF COMMERCE 
1'nikil States l'atint and Trademark Office 

Address: COMMISSIONER FOR PATENTS 



NOTICE OF ALLOWANCE AND FEE(S) DUE 



23416 7590 03/04/2008 | 

CONNOLLY BOVE LODGE & HUTZ, LLP fields, courtney d 



PO BOX 2207 ] ART UNIT PAPER NUMBER 

WILMINGTON, DE 19899 1 — 1 



DATE MAILED: 03/04/2008 



| APPLICATION NO. | FILING DATE J FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. 

10/089,990 08/28/2002 Jurgen Lang ACDPA-5002 PWO 3252 

TITLE OF INVENTION: SECURITY MODULE AND METHOD FOR PRODUCTION OF FORGE-PROOF DOCUMENTS 



APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 



nonprovisional NO $1440 $0 $0 $1440 06/04/2008 
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PROSECUTION ON THE MERITS JS CLOSED . THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
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I. Review the SMALL ENTITY status shown above. 
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SMALL ENTITY status: 

A. If the status is the same, pay the TOTAL FEE(S) DUE shown 
above. 

B. If the status above is to be removed, check box 5b on Part B - 
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) 
and twice the amount of the ISSUE FEE shown above, or 



If the SMALL ENTITY is shown as NO: 



A. Pay TOTAL FEE(S) DUE shown above, or 



B. If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s) 
Transmittal and pay the PUBLICATION FEE (if required) and 1/2 
the ISSUE FEE shown above. 
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the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 

(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 768 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 768 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at l-(888)-786-0101 or 
(571)-272-4200. 
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Application No. 


Applicant(s) 


Notice of Allowability 


10/089,990 


LANG ET AL. 


Examiner 


Art Unit 






COURTNEY D. FIELDS 


2137 





~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address- 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1 . This communication is responsive to 02 January 2008 . 

2. The allowed claim(s) is/are 20-24 and 28-33 . 

3. ^ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) ^All b)DSome* c) □ None of the: 

1. ^ Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 

INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. □ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) □ including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1 ) □ hereto or 2) □ to Paper No./Mail Date . 

(b) □ including changes required by the attached Examiner's Amendment / Comment or in the Office action of 

Paper No./Mail Date . 

Identifying indicia such as the application number (see 37 CFR 1. 84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 

attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 



Attachment(s) 

1 . ^ Notice of References Cited (PTO-892) 

2. □ Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. □ Information Disclosure Statements (PTO/SB/08), 

Paper No./Mail Date 

4. □ Examiner's Comment Regarding Requirement for Deposit 

of Biological Material 



5. □ Notice of Informal Patent Application 

6. □ Interview Summary (PTO-413), 

Paper No./Mail Date . 

7. □ Examiner's Amendment/Comment 

8. ^ Examiner's Statement of Reasons for Allowance 

9. □ Other . 
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DETAILED ACTION 



1. 



Claims 1-19 and 25-27 have been cancelled. 



2. 



Claim 22 have been amended. 



3. 



Claims 20-24 and 28-33 are pending. 



Response to Arguments 



1 . Applicant's arguments filed 02 January 2008 have been fully considered and they 
are persuasive. 



2. Claims 20-24 and 28-33 are allowed. 

3. The following is an examiner's statement of reasons for allowance: The present 
invention is directed toward a security module coupled together with a digital currency 
depot to produce forgery-proof documents. Each independent claim identifies the 
uniquely distinct features "generating an unpredictable secret, combining an output 
value of the identification register, encrypting the output value of the first 
combination machine, combining the unpredictable secret and the input value 
using a second combination machine, generating and outputting an irreversible 
hash, ensuring the forgery-proof document is produced only if actual sums of 
money are available to a digital currency depot". 

The closest prior art, Micali (US Patent No. 5,537475) discloses a digital 
signature scheme wherein the signature of a message M relative to a public key is 
computed by means of a secret key. The scheme begins by having the user select a 
number x independent of M. This step may occur off-line and before there is any 
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knowledge of the particular message M to be signed. To sign the message, the routine 
computes a description of a function G which is dependent of the message M, and then 
applies the function G to x to produce a string z. The routine outputs z and a description 
of a second function F as the desired signature of the message M. Thus according to 
the invention a signature of the message is obtained by applying to an independent 
argument x a function dependent on M. This operation provides enhanced efficiency 
and security over the prior art and facilitates use of the scheme to allow multiple users 
of a secure communications system to share the same public key; alternatively, the 
scheme is useful for generating short certificates of public keys used in such systems. 

However, either singularly or in combination, Micali fail to anticipate or render the 
claimed limitation of producing a forgery-proof document to be issued wherein 
generating an unpredictable secret, combining an output value of the identification 
register, encrypting the output value of the first combination machine, combining the 
unpredictable secret and the input value using a second combination machine, 
generating and outputting an irreversible hash, ensuring the forgery-proof document is 
produced only if actual sums of money are available to a digital currency depot. 

The closest prior art, Eisner (US Patent No. 5,150,409) discloses an apparatus 
and a method for the identification and encrypting/decrypting of messages permits 
converting an input message provided as characters, in character-by-character fashion 
and depending on preceding characters, to form an output message. An address 
branching network is employed for encrypting/decrypting. The address branching 
network includes selectable branches that are carriers of encrypting/decrypting 
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characteristics. The selection of such branches is done in a step-by-step selection run 
through the branching network to convert any specific input message of optional length 
character-by-character into a specific selection path through the branching network. The 
output message is formed on the basis of the encrypting/decrypting characteristics from 
the branches selected on said selection path. 

However, either singularly or in combination, Eisner fail to anticipate or render 
the claimed limitation of producing a forgery-proof document to be issued wherein 
generating an unpredictable secret, combining an output value of the identification 
register, encrypting the output value of the first combination machine, combining the 
unpredictable secret and the input value using a second combination machine, 
generating and outputting an irreversible hash, ensuring the forgery-proof document is 
produced only if actual sums of money are available to a digital currency depot. 

The closest prior art, Pires (Pub No. 2002/0076044) discloses a technique for 
encrypting and decrypting a data message is described herein and includes a stream 
cipher, a block cipher, and IV generation embodiment and a key generation 
embodiment which use a process of Summary Reduction. This overall technique uses a 
secret key to generate ciphertext from plaintext and in doing so, the technique isolates 
the nature of the secret key values from the nature of the cipher text created. 

However, either singularly or in combination, Pires fail to anticipate or render the 
claimed limitation of producing a forgery-proof document to be issued wherein 
generating an unpredictable secret, combining an output value of the identification 
register, encrypting the output value of the first combination machine, combining the 
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unpredictable secret and the input value using a second combination machine, 
generating and outputting an irreversible hash, ensuring the forgery-proof document is 
produced only if actual sums of money are available to a digital currency depot. 
4. Therefore, claims 20, 22, 23, and 30 and the respective dependent claims 21, 
24, 28-29, and 31-33 are in condition for allowance. 

Conclusion 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to COURTNEY D. FIELDS whose telephone number is 
(571 )272-3871 . The examiner can normally be reached on Mon - Thurs. 6:00 - 4:00 
pm; off every Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/C. D. F./ 

Examiner, Art Unit 2137 
February 13, 2008 



/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2137 



